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" I I SF]A SFIA defines the skills and competencies required by professionals who design, develop,

FOUNDATION

SFIA, enhancing adaptability and professionalism
across the
Royal Air Force Cyberspace Profession

Flight Lieutenant Amy Phillips- Mahon
Flight Sergeant Debz Roberts
RAF Cyberspace Profession Implementation Team

Please use the Q&A facility to ask questions — we will try to answer some of these as we go along
Chat is available for other comments
This webinar is being recorded — Delegates will be muted with video off

Please complete the form at the end of this webinar

The Webinar will start shortly ...

Facilitators: Peter Leather, lan Seward

To contact the SFIA Foundation: ops@sfia-online.org

implement, manage and protect the data and technology that power the digital world.
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11 SFW The SFIA Foundation — who we are, what we do ...

FOUNDATION

Independent Global Not-for-Profit Foundation — driven by industry and employers:

/-[ Purpose ] \

To enable greater capability and capacity within the global digital workforce

1. Active stewardship of the global skills and competency framework and its
ecosystem to meet the needs of professionals and employers

3. Facilitate effective use and
consumption of SFIA via an engaged
community and supporting ecosystem

2. Increase visibility and adoption of
SFIA globally

4. Ensure sufficient and sustainable funding to deliver the strategic imperatives
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Workforce Planning
Skills Acquisition
Skills Deployment
Skills Assessment

Skills Analysis
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What

Industry Wants To develop greater capability and

capacity within the global digital
workforce

Enables / Supports

SFIA — essential to skills-based workforce development in the digital world

/ SFIA the global \

common language for skills

Reflects Industry & Employment
Useful and Usable
Consistent and Reliable
Open and Available
Tried and Tested
Globally Supported
Trusted Resource

444444

certifi

A straightforward, generic skills
and competency framework that
reflects industry needs

Consistent &

Generative Al
Solutions

Essential for

Trusted

Resource



HESFIA The first 24 years ...

FOUNDATION

SFIA first created in 2000

e Existing frameworks were not useful to industry and workforce development

SFIA is refreshed every 3 years

e To remain current and relevant — to ensure that SFIA meets industry needs
* All updates are incremental and come from experience of use by industry

SFIA changes and input comes directly from industry
* Organisations that are focussed on developing their workforce to meet current or future needs

Industry finds SFIA useful and usable
* SFIA has been widely adopted internationally
* SFIA covers a broad range of professional practices — across professional activities

Engaged global community
* An enthusiasm to share and develop more and more support assets

SFIA’s track-record: usable, consistent and reliable
* People know SFIA is kept updated and available so know they can use it with confidence



HESFIA SFIA views — updates or in progress

FOUNDATION
«The conventional view of SFIA A framework for Agile A framework for DevOps A framework for Data/Data A framework for Enterpris
used for the summary chart «Specific guidance for use of «Specific guidance for use of Science «Specific guidance for use of
and framework reference SFIA skills within an Agile SFIA skills within a DevOps «Specific guidance for use of SFIA skills within an
guide environment environment SFIA skills within a data and enterprise IT environment

«Categories & 3

data science environment

Big data/Data

- Enterprise IT
science

4 . $ 4 . ) 4 ) 4 . ) 4 )
A framework for Digital A framework for Digital Health A framework for cloud A framework for AI skills A framework for cyber security

transformation Roles comDuHF*iung skills i . skills.,
*Specific guidance for use of *Specific guidance for use of RS

SFIA skills within a digital SFIA skills within a digital

transformation environment health environment

«Illustrative Digital Health Role iminiin | e :
Profiles

N
Digital Health SFIA 9

In Dev

Digital

Cyber security
InfoSec

SFIA8to 9 Al - Beta
Computing T — In Development

transformation



https://sfia-online.org/en/tools-and-resources/cloud-skills-framework
https://sfia-online.org/en/tools-and-resources/cloud-skills-framework
https://sfia-online.org/en/tools-and-resources/cybersecurity-skills-framework
https://sfia-online.org/en/tools-and-resources/cybersecurity-skills-framework

The RAF Cyberspace
Journey with SFIA

FLT LT AMY PHILLIPS-MAHON & FLT SGT DEBRA ROBERTS




Scope
* Introduction and problem overview

* The desired end point

The plan: strategy and approach

How we implemented the plan

Recommendations

Benefits and early results

* Q&A



‘O'ROYAL
AIRFORCE

T oA
/

Insidg

Introduction to RAF Cyberspace

e D
1’




PROBLEM
OVERVIEW:

THE RAF'S URGENT

NEED FOR
MODERNISATION:

The digital skills crisis




TRANSFORMING AT SCALE:

REIMAGINING RAF CAREERS THROUGH SFIA

e 121 distinct conditions.
e 3000 People and Job roles located across 4 Continents.

e Multiple Governmental and External Stakeholders.
e g Months to deliver!

»
|
Recruit Select Train Sustain Retain Resettle
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WHESEIA

Skills Framework
for the Information Age

Why SFIA?










Phase 1 overview




Application Support

Application Support professionals are responsible for maintaining
and supporting the software applications used by an organisation.
This includes a wide range of tasks, such as:

» Investigating and resolving issues reported by users

= Monitoring application performance and identifying potentia
problems

» Providing advice and training to users on how to use the
applications effectively

«» Devising and implementing comections for faults

- Making general or site-specific modifications to applications
» Updating documentation

»  Manipulating data

- Defining enhancements to applications

« Development of Applications (Such as Power Apps)

Application Support professionals often work closely with the
developers of the applications they support, as well as with
colleagues in other IT disciplines, such as database administration
and network support.

Skill MName

Digital Incident Management (USUP)

Digital Infarmation Assurance (INAS)

Canfiguration Management [CFG)

Sarvice Level Management (SLMO)

Customer Service Suppaort (C5MG)

Application Support [ASUP)

Programmiing/Software Development (PROG)

Digital Infarmation Security (SCTY)

Database Administration (DBALY

Q> Generic Roles

Description

Coordinating responses to incident reports, minimiging
negative impacts and restoring service as guickly as possible.

Pratecting against ard managing risks related to the use,
storage and transmission of data and information systerms.

Planning, identifying, contralling, accounting far and auditing
of configuration iternes (Cls) and their interrelationships.

Agresing targets far service levels and assessing, manitaring,
and managing the delivery of services against the targets.

Managing and operating custamer service ar service
desk functions.

Delivering management, technical and administrative services
ta support and maintain live applications.

Developing software components to deliver value to
stakehalders.

Defining and operating a framework of security contrals and
security managerment strategies.

Installing, configuring, monitaring, maintainirg and
improving the performance of databases and data stores.

@ ek [Next O)

Link to Associated Framework

Digital Incident Managerment @
(sfia-online.ong)

Digital Infarmation Assurance @
(sfia-online.ong)

Configuration management @
(sfia-online.ong)

Sarvice level managemernt @
(sfia-online.ong)

Custarmer sarvice support 6‘
(sfia-online.ong)

Application support @
(sfia-online.ong)

Programming/software &‘

development (sfia-online.ong)

Diigital Information Security 6‘
(sfia-online.ong)

[Cratabase administration @
(sfia-online.ong)



Use of Al — benefits and lessons learnt

* Reduced the number of full
time employees required

Reduced time taken to author a
skill

Human validation critical

Seed data quality is essential

Creating an auditable trail is
key




Making SFIA useable for the RAF —
Proficiency levels and KSEB

: Ensure/ Initiate/
Follow Assist Enable Advise Influence et Strategy
" Senior
CYBERSPACE Awareness Practitioner Practiti Expert
ractitioner

Knowledge Skill Application Experience Behaviour
(‘what you know’) (‘what you can do’) (‘what you have done’) (‘how you act’)




Information Security

Description

Knowledge: Knowledge:

Skill Application:

Skill Application:

Experience:

Experience:

Behaviour:

Behaviour:

Knowledge: Knowledge:

Skill Application:

Skill Application:

Experience:

Behaviour:

Courses, licenses, qualifications

Corresponding competency framework




Phase 2 —Jan 24 — Mar 24

* Foster relationships with key stakeholders
* Begin generic role verification and skill authoring in earnest

* Complete supporting work (e.g. internal policy updates, recruitment
material etc)

* Continue comms (bi-weekly drop-in clinics, all ranks dial ins, unit visits)




Generic Role Verification

6 el

This will be done via an email of intent including:

- Generic roles description - Following these steps, CPIT will now finalise the
- List of skills associated to each Generic Role role descriptions and skills meaning the generic role
- Links to PDSF and SFIA skills list mapping and skills list will be complete.

- Instructions and Feedback form

- CPIT will review the feedback for both the generic
role and associated skills
- Any changes required will be made
Any further discussion required will be done via a
Teams meeting

- Job role owner will read through role description
and complete PART A of the feedback form
- Job role owner then selects 2-3 SMEs to go
through the associated skills

- SMEs read through associated skills
- Confirms thoughts by completing PART B of the
feedback form
- Send Feedback form back to Job role owner

- Job role owner will receive form back and is
required to complete PART C of the feedback form
and return to CPIT




Job Role Owner Generic Role Instructions
and Feedback

APPLICABILITY
a. This feedback form is applicable to Cyberspace job role owners

AIM

From
This feadback form is to ensure the involvement of job role owners within a ::l-.m.
certain area within cyberspace giving them situational awareness as well as their
welcomed opinion on the profession work completed by CPIT. We need the role
owners to revalidate and or scrutinise the definition of the generic role and
associated skills outline below 10 ensure the job role is still correct and any As e [0 10k o1
changes to the role are accounted for ooy g AR L e A oL iaci o e e T

Qenanc o ¢ " 10 iHC Job & a gven unit. Once reviewed

3OO MOMING/afteenoon (Insen who)

CPIT) réequirgs you 1o ¢

nfoer

phease complete Part A of the attached feedback form

TA SKS AND RE SPON|SB|L|TES Or ) re N of the genenc role and the skils 3sso . h It complete Pant

Y your detais on PatBncasear th review of the role

JOB ROLE OWNER
Onoe the form
g i ~ o Ve > < R i paragraph 3¢
he job role owners task is 1o confirm and or scrytinise the descriptions of the |

roles as defined by CPIT

We thank you n advance for you cooperabion

Kind regarcs

is anything within the description that you disagree with, please
xplanation as you can into the boxeas provided




Skill Authoring

2-3 SMEs nominated by
job role owner to author
skills

CPIT

m
i

1
i1
1

1

4]

1
]
1

1

J

Draft Skill Standard
emailed to CPIT

Skill Author




1. Application Support
2. Change & Transformation 13. Network Delivery & Operations
3. Cloud Services 14. Network Security
4. Cryptography
15. Radar & Radio Management
5. Cyber Protection 16. Satellite & Radio
26 Generic Roles 6. Cyber Incident Response 17. Software Development
18. Solutions Architect
7. Cyberspace Training & Support 19. Strategy & Planning

8. Data & Analytics
20. User Interface & User Experience
9. Governance, Risk & Assurance
10. Infra Provision & Assurance
11. Information Service Management

12. Information Service Operations




65 Skills
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19.
20.
21.
22.
23.
24.
25,

Application Support

Audit

Availability Management
Business Modelling
Business Situation Analysis
Competency Assessment
Configuration Management
Content Authoring
Customer Service Support
Data Engineering

Data Management

Data Modelling and Design
Data Science

Data Visualisation
Database Administration
Digital Demand Management
Digital Forensics

Enterprise and Business
Architecture

Digital Governance

Digital Incident Management
Information Assurance
Information Security

IT Infrastructure

Learning Delivery

Learning Design and

26.
27.
28.
29.
30.
31.
32.
33.

34.
35.

37
38.
39-
40.
4.

42.
43.

b
45.
. Service Level Management

Development

Machine Learning

Network Design

Network Security

Network Support
Organisation Facilitation
Penetration Testing
Performance Management
Technology Problem
Management

Professional Development
Programming and Software
Development

Project Management
Quality Assurance

Quality Management
Radar System Management
Radio Frequency Engineering
Requirements Definition &
Management

Risk Management

Satellite Communication
Systems Operation
Communcation Security
Service Acceptance

47.
. Software Design
49.
50.
51.
52.
53

Software Configuration

Solution Architecture
Strategic Planning

Subject Formation

Supplier Management
Systems and Software
Lifecycle Engineering

Digital Systems Design
Digital Systems Development

. Teaching

Technology Testing
Digital Threat Intelligence
User Experience Analysis

. User Experience Design

User Experience Evaluation

. User Research
. Vulnerability Assessment

Workforce Planning

. Working at Height



Phase 3 —Apr 24 — Aug 24
* Job roles mapped to framework
* Training mapped to framework
* Mapping individuals to the framework
» Skill framework document and quality system creation

* Creation of defined career pathways based on skills




Process Overview — Position Mapping
N

Y

Prepare

* Generic role profiles
created

* 3000 jobs mapped

* Genericrole
descriptions and
aligned skills validated
by job role owners.

DI [e]y

Mechanism for
displaying initial data
capture created.

Mechanism designed
to allow job role
owners to validate
CPIT mapping

Y

Engage

Nominated job role
owner provided
access to tool.

Job role owners
validate CPIT
mapping and selects
up to 5 skills to assign
to the job.

Guidance provided by
CPIT

Validate

Data validated by
CPIT to ensure
consistency across
positions.

Data uploaded to HR
system



Mapping individuals to the framework

Skills Application Form

T apply. please complete and submit this form along with any supporting evidence to your

Line Manager.

Rank ‘Senvice number
[First name ‘Sumame
JPAN

Line Manger Details

e Number
.FIﬂ—I! ‘Sumame
MOD Emai

Skill applying for

Prackiioner
[ —

3

Supporting Evidence
Use the following seclions io provide written evidence of how you have demonsirated the
skill you are applying for, at the appropriate proficiency level.

The Cyberspace Skills Framework provides information on the different proficiency levels
and KSEB.

Tamk

Any other supporting evidence

'Egmmuwmmwmmmw;mr

‘appiication.

Declaration by Applicant-

| coniinm that all details are comect and e

Forward application fo Line Manager

Line Manager Verification

| agres with the evidence in this application “'E

Completed fiorm fo the emailed to Cyberspace Skills Framework Managers



Recommendations




JUST GET ON WITH
IT

LOOK TO EXPEDITE BUT NOT
AT THE EXPENSE OF SME

THT SFIA

Skills Framework
for the Information Age




COMMUNICATIONS:

MAKING PEOPLE PART OF THE CHANGE

ASPriR.c [

o e |

il

T (S

|l}




OLLABORATION:

BUILDING RELATIONSHIPS ACROSS THE UK IT

ace Profession in the RAF

Insics-A

PEOPLE | TECANU Y NOP

SECTOR

CREATING A DIGITAL
SKILLS FRAMEWORK

Flight Lieutenant Amy Phillips-Mahon CEng MIET MBCS of the
yberspace Professions Implementation Team, RAF Digital, explains how
organisational transformation in line with SFIA is helping the RAF face its
challenges against the backdrop of a rapidly evolving digital landscape.
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r managament within t
n. th on through the

Cyberspace

The Cyberspace Profession
Conference 2024




Benefits of the Approach

* Professionalisation: SFIA backbone creates pathways to professional registration,
simplifies CPD, and fosters a motivated, professional workforce.

* Talent Management: Objective skill measurement for clear talent distribution to
facilitate skill-based career management in the RAF.

* Transferable Skills: Formal skill progression recording enhances employability and
serves as a recruitment tool for Cyberspace careers.

* Sector Alignment: Use of SFIA ensures alignment across Defence, Government,
and wider sector.

Lateral Entry: Facilitates clear skill articulation for lateral moves within RAF and
civilian sectors, provides bespoke training pathways, and enhances recruitment
and employment of Reserve forces.
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HSEIA

What
Industry Wants

Systematic processes for
people development

pesieh roles and Structyyg

workforce .
go\\d“c‘ pla,,,"”g

Complete resource
strategy & skills management

i SFIA

The common language
integrating these processes

You need

SFIA — essential to skills-based workforce development in the digital world

SFIA the global
common language for skills

Tools &
Methodolog\®®

o
Ye¢ K 777

Qualifications & =
certifications q=

The benefits o (um— "¢ "7° " —— "
applying SFIA of SFIA SFIA Framework



®
" I" SF]A SFIA defines the skills and competencies required by professionals who design, develop,
EOUNDATION implement, manage and protect the data and technology that power the digital world.

Contact the SFIA Foundation directly:
* For and questions or queries you may have about SFIA
* Tell us your story, tell us about how you use SFIA
* Tell us about the issues you face in developing skills and competencies
e Tell us what you would like to see in the future

Remember to register on the SFIA Website ... and talk to us about your use of SFIA

Complete the short form to tell us what you want to see:

Peter Leather lan Seward
updates@sfia-online.org ops@sfia-online.org
LinkedIn LinkedIn



mailto:updates@sfia-online.org
http://linkedin.com/in/peterleather
mailto:ops@sfia-online.org
http://www.linkedin.com/in/ianseward
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