
SFIA defines the skills and competencies required by professionals who design, develop, 
implement, manage and protect the data and technology that power the digital world.

SFIA, enhancing adaptability and professionalism
across the

Royal Air Force Cyberspace Profession

Flight Lieutenant Amy Phillips- Mahon
Flight Sergeant Debz Roberts

RAF Cyberspace Profession Implementation Team

Please use the Q&A facility to ask questions – we will try to answer some of these as we go along

Chat is available for other comments

This webinar is being recorded – Delegates will be muted with video off

Please complete the form at the end of this webinar

The Webinar will start shortly ...
Facilitators: Peter Leather, Ian Seward

To contact the SFIA Foundation: ops@sfia-online.org

mailto:ops@sfia-online.org


The SFIA Foundation – who we are, what we do ...

Independent Global Not-for-Profit Foundation – driven by industry and employers:



SFIA – essential to skills-based workforce development in the digital world  

To develop greater capability and 
capacity within the global digital 

workforce

A straightforward, generic skills 
and competency framework that 

reflects industry needs

You need

Systematic people 
development processes

Workforce Planning
Skills Acquisition
Skills Deployment
Skills Assessment

Skills Analysis
Skills Development

SFIA the global
common language for skills

Reflects Industry & Employment
Useful and Usable

Consistent and Reliable
Open and Available

Tried and Tested
Globally Supported
Trusted Resource

Enables / Supports

Skills-based organisation

Upskilling

Reskilling

Skills first

Career paths

Talent management
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What 
Industry Wants

Consistent & 
Trusted 

Resource

Generative AI 
Solutions

Essential for



The first 24 years ...

SFIA first created in 2000
• Existing frameworks were not useful to industry and workforce development

SFIA is refreshed every 3 years
• To remain current and relevant – to ensure that SFIA meets industry needs
• All updates are incremental and come from experience of use by industry

SFIA changes and input comes directly from industry
• Organisations that are focussed on developing their workforce to meet current or future needs

Industry finds SFIA useful and usable
• SFIA has been widely adopted internationally
• SFIA covers a broad range of professional practices – across professional activities

Engaged global community
• An enthusiasm to share and develop more and more support assets

SFIA’s track-record: usable, consistent and reliable
• People know SFIA is kept updated and available so know they can use it with confidence



SFIA views – updates or in progress

•The conventional view of SFIA 
used for the summary chart 
and framework reference 
guide

•Categories & sub-categories

Full framework

•A framework for Agile

•Specific guidance for use of 
SFIA skills within an Agile 
environment

Agile 

•A framework for DevOps

•Specific guidance for use of 
SFIA skills within a DevOps 
environment

DevOps

•A framework for Data/Data 
Science

•Specific guidance for use of 
SFIA skills within a data and 
data science environment

Big data/Data 
science 

•A framework for Enterprise IT

•Specific guidance for use of 
SFIA skills within an 
enterprise IT environment

Enterprise IT

•A framework for Digital 
transformation

•Specific guidance for use of 
SFIA skills within a digital 
transformation environment

Digital 
transformation

•A framework for Digital Health 
Roles

•Specific guidance for use of 
SFIA skills within a digital 
health environment

•Illustrative Digital Health Role 
Profiles

Digital Health

•A framework for cloud 
computing skills

Cloud 
Computing

•A framework for AI skills 
(BETA)

AI - Beta
In Development

•A framework for cyber security 
skills

Cyber security
InfoSec

SFIA
9

SFIA
9

SFIA
9

SFIA
9

SFIA 9

SFIA 8 to 9
In Progress

SFIA  9
In Dev

SFIA
9

SFIA  9
In Dev

SFIA  9

https://sfia-online.org/en/tools-and-resources/cloud-skills-framework
https://sfia-online.org/en/tools-and-resources/cloud-skills-framework
https://sfia-online.org/en/tools-and-resources/cybersecurity-skills-framework
https://sfia-online.org/en/tools-and-resources/cybersecurity-skills-framework


The RAF Cyberspace 
Journey with SFIA
FLT  LT  A MY PHIL L IPS -MA HO N &  FLT  SG T  DE B R A  R O B E R T S 



Scope 

• Introduction and problem overview  

• The desired end point 

• The plan: strategy and approach 

• How we implemented the plan 

• Recommendations  

• Benefits and early results 

• Q&A 



Introduction to RAF Cyberspace  

Build Secure Manage Develop Exploit



PROBLEM 
OVERVIEW: 

THE RAF’S URGENT 
NEED FOR 
MODERNISATION: 

The digital skills crisis



Recruit Select Train  Sustain   Retain Resettle

TRANSFORMING AT SCALE:  
REIMAGINING RAF CAREERS THROUGH SFIA

• 121 distinct conditions. 

• 3000 People and Job roles located across 4 Continents. 

• Multiple Governmental and External Stakeholders. 

• 9 Months to deliver! 



Why SFIA?



How does 
Cyberspace 

adopt a skill-
based workforce 

model?

Develop 
Comprehensive 

Generic Role 
Profiles.

Map SFIA skills 
to the Generic 

role Profiles 

Validate Generic 
Role profiles and 

Skill Mapping 
with key 

stakeholders 

Complete 
position-to-
framework 

mapping 

Align individuals 
to the 

framework 

Map Training 
Programmes 

into the 
Framework 

Conduct 
Administrative 

updates 
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Phase 1 overview 

Gather 
information

Output 1: Skills 
and Roles List 

Output 2: Skill 
Standards

Validate 
Outputs





Use of AI – benefits and lessons learnt 

• Reduced the number of full 
time employees required

• Reduced time taken to author a 
skill 

• Human validation critical

• Seed data quality is essential 

• Creating an auditable trail is 
key 



Making SFIA useable for the RAF – 
Proficiency levels and KSEB





Phase 2 – Jan 24 – Mar 24
• Foster relationships with key stakeholders 

• Begin generic role verification and skill authoring in earnest 

• Complete supporting work (e.g. internal policy updates, recruitment 
material etc) 

• Continue comms (bi-weekly drop-in clinics, all ranks dial ins, unit visits)



Contact job role owners1

This will be done via an email of intent including: 

- Generic roles description

- List of skills associated to each Generic Role

- Links to PDSF and SFIA skills list

- Instructions and Feedback form

- Job role owner will read through role description 

and complete PART A of the feedback form

- Job role owner then selects 2-3 SMEs to go 

through the associated skills

Generic role description2

Skills list3

- SMEs read through associated skills

- Confirms thoughts by completing PART B of the 

feedback form

- Send Feedback form back to Job role owner 

Job role owner confirmation4

- Job role owner will receive form back and is 

required to complete PART C of the feedback form 

and return to CPIT

Finalise6

- Following these steps, CPIT will now finalise the 

role descriptions and skills meaning the generic role 

mapping and skills list will be complete.

CPIT review5

- CPIT will review the feedback for both the generic 

role and associated skills

- Any changes required will be made

- Any further discussion required will be done via a 

Teams meeting

Generic Role Verification





Skill Authoring 



1. Application Support

2. Change & Transformation

3. Cloud Services

4. Cryptography

5. Cyber Protection

6. Cyber Incident Response

7. Cyberspace Training & Support

8. Data & Analytics

9. Governance, Risk & Assurance

10. Infra Provision & Assurance

11. Information Service Management

12. Information Service Operations

13. Network Delivery & Operations

14. Network Security

15. Radar & Radio Management

16. Satellite & Radio

17. Software Development

18. Solutions Architect

19. Strategy & Planning

20. User Interface & User Experience

26 Generic Roles 



65 Skills

1. Application Support
2. Audit
3. Availability Management
4. Business Modelling
5. Business Situation Analysis
6. Competency Assessment
7. Configuration Management
8. Content Authoring
9. Customer Service Support 
10. Data Engineering
11. Data Management
12. Data Modelling and Design
13. Data Science
14. Data Visualisation
15. Database Administration
16. Digital Demand Management
17. Digital Forensics 
18. Enterprise and Business 

Architecture
19. Digital Governance
20. Digital Incident Management
21. Information Assurance
22. Information Security
23. IT Infrastructure
24. Learning Delivery
25. Learning Design and 

Development
26. Machine Learning
27. Network Design 
28. Network Security
29. Network Support
30. Organisation Facilitation
31. Penetration Testing
32. Performance Management
33. Technology Problem 

Management
34. Professional Development
35. Programming and Software 

Development
36. Project Management
37. Quality Assurance
38. Quality Management
39. Radar System Management
40. Radio Frequency Engineering
41. Requirements Definition & 

Management
42. Risk Management
43. Satellite Communication 

Systems Operation
44. Communcation Security
45. Service Acceptance
46. Service Level Management

47. Software Configuration
48. Software Design
49. Solution Architecture
50. Strategic Planning
51. Subject Formation
52. Supplier Management
53. Systems and Software 

Lifecycle Engineering
54. Digital Systems Design
55. Digital Systems Development 
56. Teaching
57. Technology Testing
58. Digital Threat Intelligence
59. User Experience Analysis
60. User Experience Design
61. User Experience Evaluation
62. User Research
63. Vulnerability Assessment
64. Workforce Planning
65. Working at Height



Phase 3 – Apr 24 – Aug 24
• Job roles mapped to framework 

• Training mapped to framework 

• Mapping individuals to the framework

• Skill framework document and quality system creation

• Creation of defined career pathways based on skills



Prepare 

• Generic role profiles 
created

• 3000 jobs mapped

• Generic role 
descriptions and 
aligned skills validated 
by job role owners.

Design

• Mechanism for 
displaying initial data 
capture created.

• Mechanism designed 
to allow job role 
owners to validate 
CPIT mapping

Engage

• Nominated job role 
owner provided 
access to tool.

• Job role owners 
validate CPIT 
mapping and  selects 
up to 5 skills to assign 
to the job. 

• Guidance provided by 
CPIT

Validate

• Data validated by 
CPIT to ensure 
consistency across 
positions.

• Data uploaded to HR 
system

Process Overview – Position Mapping



Mapping individuals to the framework 



Recommendations



JUST GET ON WITH 
IT

LO O K  TO  E X P E D I T E  B U T  N OT  
AT  T H E  E X P E N S E  O F  S M E  
E N G A G E M E N T



COMMUNICATIONS:  

MAKING PEOPLE PART OF THE CHANGE



COLLABORATION:  

BUILDING RELATIONSHIPS ACROSS THE UK IT SECTOR



Benefits of the Approach   
• Professionalisation: SFIA backbone creates pathways to professional registration, 

simplifies CPD, and fosters a motivated, professional workforce.

• Talent Management: Objective skill measurement for clear talent distribution to 
facilitate skill-based career management in the RAF.

• Transferable Skills: Formal skill progression recording enhances employability and 
serves as a recruitment tool for Cyberspace careers.

• Sector Alignment: Use of SFIA ensures alignment across Defence, Government, 
and wider sector.

• Lateral Entry: Facilitates clear skill articulation for lateral moves within RAF and 
civilian sectors, provides bespoke training pathways, and enhances recruitment 
and employment of Reserve forces.



Q&A



SFIA – essential to skills-based workforce development in the digital world  

You need
Systematic processes for

people development

SFIA the global
common language for skills

Skills-based organisation

Upskilling

Reskilling

Skills first

Career paths

Talent management
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What 
Industry Wants

The
SFIA Framework

The Application
of SFIA

The benefits of
 applying SFIA



SFIA defines the skills and competencies required by professionals who design, develop, 
implement, manage and protect the data and technology that power the digital world.

Contact the SFIA Foundation directly:
• For and questions or queries you may have about SFIA

• Tell us your story, tell us about how you use SFIA

• Tell us about the issues you face in developing skills and competencies

• Tell us what you would like to see in the future

Remember to register on the SFIA Website ... and talk to us about your use of SFIA

Complete the short form to tell us what you want to see: 

Peter Leather
updates@sfia-online.org 

LinkedIn

Ian Seward
ops@sfia-online.org 

LinkedIn

mailto:updates@sfia-online.org
http://linkedin.com/in/peterleather
mailto:ops@sfia-online.org
http://www.linkedin.com/in/ianseward
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