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LEVELLED NICE ROLES

Using SFIA’s levels of responsibility and NICE
to support cybersecurity role and job levelling



The long track record of cybersecurity in SFIA

2000 First iteration of SFIA addressed information security with 3 skills
2000-2011 Refinement of the 3 information security skills via regular SFIA framework updates

2015 Extended cyber/information security coverage to 5 skills

Supporting cybersecurity in industry for 20+ years on the SFIA framework and its ecosystem

2021 Coverage extended — now 9 cyber/information security specialist skills and Security responsibilities
explicitly included in 41 other (non-specialist) skills. SFIA generic attributes for security updated.

2021 Refreshed mapping of NICE and NIST for SFIA v8. Published illustrative skills profiles for employers
covering cyber/information security roles alongside 18 other industry role families

2023 Developed levelled cyber/information roles based on the 53 NICE Work roles and separately for the
11 European Cybersecurity Skills Framework (ECSF) roles

2023-24 Review industry requirements cyber/information security in SFIA to prepare for SFIA 9.
Open and transparent consultation with global SFIA users and taking account of industry
developments and updates to industry frameworks.
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SFIA updates

2000 SFIAV1
2000-11SFIAv2-v5
2015 SFIA V6
018 SFIA V7

2021 SFIA V8

SFIA V9
Planned for Q3/Q4
2024
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NICE roles and SFIA for employers

NICE workforce roles

a common lexicon that describes
cybersecurity work and workers
regardless of where or for whom
the work is performed.

cybersecurity workforce
assessment and planning,

identification of critical gaps in
cybersecurity staffing and
capabilities;

determining position
responsibilities and creating job
descriptions when hiring

providing staff training and career
development

SFIA builds on these by adding...

SFIA levels

> aproven (over 20+ years) framework for employers to designing jobs and
organizational structures in a variety of professional disciplines.

> A clearand structured approach to defining and differentiating roles,
responsibilities, and skill sets across an organization.

Cyber security as ‘part of everybody’s job’
» Cyber security specialists (in their role) need non-cyber-specialist skills too ...

> Non-cyber-specialists need sufficient and appropriate cyber knowledge to
perform their roles ...

One framework for all

> abroader set of skill and competency definitions to support all your
organization’s digital, data and technology roles

> enablinginternal mobility to help fill cybersecurity vacancies

The NICE work roles reference 71 of SFIA’s professional skills.

In total there are 121 professional skills in SFIA 8.



SFIA — designed for flexibility

Tailor to your
organization design

Support for flexible
career paths and role
definitions— common
language for all roles

Integrates
professional skills
and behaviours/soft
skills

Mapping to a broad
range of industry
frameworks
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Tailoring the NICE
roles to SFIA levels



Tailor to your organization design

Your functions, your teams and your job
design

Your job titles and pre-fixes for career
pathing

Your sourcing strategy / your mix of in-house
and third-party cybersecurity capabilities

Design a new operating model and/or align
to current roles and teams

Align SFIA defined skills and competencies
to your own technical architecture and
toolset

Support for flexible career paths and role
definitions— common language for all roles

specialist cybersecurity roles,

roles where cybersecurity is part of their
overall responsibilities

one framework for all of your digital, data

and technology roles — enabling internal
mobility to help fill cybersecurity vacancies

SFIA — designed for flexibility

Integrate professional skills and
behaviours/soft skills
» SFIA supports the need for
individuals and organizations to
embed secure working practices into
everything they do.

» This means that everyone needs to
be aware of security and make it an
accepted part of every-day working
and management practices.

Mapping to a broad range of industry
frameworks such as:

¢ NIST CSF, NICE, ITIL, COBIT,

* Role frameworks — Australian Public
Service roles, NICE, UK DDaT, EU ICT
roles, ECSF

« SWEBOK, BABOK
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Tailoring the NICE roles to SFIA levels

The spreadsheet provides
guidance on the likely levels of
roles for each NICE Work Role

Use the spreadsheet as an input
to help you refine and adjust
existing roles or change role and
skill levels to fit your own
organization design and career
paths

The NICE Work Roles and SFIA
frameworks offer flexibility and
serve as a starting point for
creating job profiles



Navigating the levelled roles

We describe SFIA levels

using 5 generic attributes

» Autonomy, influence,
complexity, business skills
and knowledge

Names and descriptions of

work roles are from NICE.

» There are 53 NICE work
roles
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» Each skill has a succinct
description and guidance
notes to help users

The NICE work roles reference 71 of SFIA’s professional skills. navigate the framework.

In total there are 121 professional skills in SFIA 8.
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Leverage the benetfits of SFIA levels

-> > = Increasing responsibility, accountability and impact 2 2> 2>

1. 2. 3. 4. 5. 6. 7.
Follow Assist Apply Enable Ensure, advise Initiate, influence Set strategy,
inspire, mobilise
Performs routine Provides Performs varied Performs diverse Provides expert Has significant Operates at the

tasks under close assistance to tasks, sometimes complex guidance in their organizational highest
supervision, others, works complex and non- activities, specialty and influence, makes organizational
follows under general routine, using supports and works under high-level level, determines
instructions, and supervision, and methodical supervises broad direction. decisions, shapes overall policy and
requires guidance uses their approaches. others, works Accountable for policies, strategy, and
to complete their discretion to Works under autonomously achieving demonstrates assumes
work. address routine general direction, under general workgroup leadership, and accountability for
problems. exercises direction, and objectives and accepts overall success.
discretion, and contributes managing work accountability in
manages own expertise to from analysis to key areas..

work within
deadlines.

deliver team
objectives.

execution and
evaluation.
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SFIA levels offer a practical tool for designing jobs and organizational structures and career pathways

They provide a clear and structured approach to defining roles, responsibilities, and skill sets.

SFIA levels show incremental differences, allowing for career progression and individual growth within roles.
Each SFIA level focuses on responsibility, accountability, and impact required in a role.

Understanding SFIA levels helps identify necessary competencies.

Ensuring the right people are in the right roles contributes to overall organizational success.



Prototype

We have mapped each NICE role to SFIA levels Il SFIA
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An organization
selects the
applicable roles
and levels based

on their own

organization

design and
context.

Executive Cyber Leadership
IS Security Manager
Security control assessor
Software developer

Secure software assessor
Security architect

System Administrator

1.
Follow

Performs routine
tasks under
close
supervision,
follows
instructions, and
requires
guidance to
complete their
work.

-> > = Increasing responsibility, accountability and impact 2> 2> 2>

2.
Assist

Provides
assistance to
others, works
under general

supervision, and
uses their
discretion to
address routine
problems.

3.
Apply

Performs varied
tasks,
sometimes
complex and
non-routine,
using methodical
approaches.
Works under
general
direction,
exercises
discretion, and
manages own
work within
deadlines.

4.
Enable

Performs diverse
complex
activities,
supports and
supervises
others, works
autonomously
under general
direction, and
contributes
expertise to
deliver team
objectives.

5.
Ensure, advise

Provides expert
guidance in their
specialty and
works under
broad direction.
Accountable for
achieving
workgroup
objectives and
managing work
from analysis to
executionand
evaluation.

6.
Initiate,
influence

Has significant
organizational
influence, makes
high-level
decisions,
shapes policies,
demonstrates
leadership, and
accepts
accountability in
key areas..

7.
Set strategy,
inspire, mobilise

Operates at the
highest
organizational
level, determines
overall policy
and strategy, and
assumes
accountability
for overall
success.

EVES
reflect the

expected
impact of




Prototype

We also mapped each NICE role to SFIA skills and levels

-> = = Increasing responsibility, accountability and impact =2 2> 2

1. 2.
Follow Assist

Performs routine
tasks under close

Provides
assistanceto

supervision, others, works
follows under general
instructions, and supervision, and
requires guidance uses their

to complete their
work.

discretion to
address routine
problems.

lllustrative job family NICE Work role

Infosec/Cybersecurity Security control assessor

Analyzes the security of new or existing computer
applications, software, or specialized utility programs
and provides actionable results.

NICE role definition

Indicative SFIA skills Vulnerability assessment VUAS

Penetration testing PENT

Blue bars are indicative SFIA

professional skills at each role
level

3.
Apply

Performs varied
tasks, sometimes
complex and non-

routine, using
methodical
approaches.
Works under
general direction,
exercises
discretion, and
manages own
work within
deadlines.

4.
Enable

Performs diverse
complex
activities,

supports and
supervises others,
works
autonomously
under general
direction, and
contributes
expertise to
deliver team
objectives.

available at every level.

5.
Ensure, advise

Provides expert
guidance in their
specialty and
works under
broad direction.
Accountable for
achieving
workgroup
objectives and
managing work
from analysis to
execution and
evaluation.

> A full definition of the SFIA professional skills is

» Each skill has a succinct description and guidance

notes to help users navigate the framework.

6.
Initiate,
influence

Has significant
organizational
influence, makes
high-level
decisions, shapes
policies,
demonstrates
leadership, and
accepts
accountability in
key areas..
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7.
Set strategy,
inspire, mobilise

Operates at the
highest
organizational
level, determines
overall policy and
strategy, and
assumes
accountability for
overall success.


https://sfia-online.org/en/sfia-8/skills/vulnerability-assessment
https://sfia-online.org/en/sfia-8/skills/penetration-testing
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Organizations should tailor jobs to meet their specific

needs. CS€ dic dllVe eXdlTliplc
e Spe obs/role an organizatio ould vary based
Understanding your organization’s needs on the organization's spe eeds and :
» includes an understanding of the organization's structure, the industry it
operates within, and the specific cybersecurity challenges it faces. s amewo exible and adaptable to a de range

Reviewing the NICE framework

» Understand the various roles and their definitions. This involves mapping the
organization's needs to the roles defined within the framework. Your organization’s jobs Associated NICE roles

Cyber Defense Analyst, Vulnerability

Identlfylng relevant roles Cybersecurity Risk Analyst Assessment Analyst, Systems Security
Analyst, Threat/Warning Analyst

» Identify roles needed to handle the cybersecurity challenges faced by your

organization. Software Developer, Systems

Cybersecurity Software Engineer Developer, Secure Software Assessor,
Systems Security Analyst

Combining roles to form jobs

» In many cases, a single job might require an employee to handle tasks Cyber Policy and Strategy Planner,
associated with multiple NICE roles. CISO/Cybersecurity Manager Information Systems Security Manager,

> This combination is based on the similarities in the roles, the Executive Cyber Leadership
interconnectedness of the tasks, and the organization's preferences.

Cybersecurity Database Administrator | Database Administrator, Data Analyst

System Administrator, Network
Cybersecurity Systems Administrator Operations Specialist, Systems Security

Reﬁning and reVieWing Analyst, Technical Support Specialist

» Review to ensure that they meet the organization's needs and do not leave
any cybersecurity challenges unattended.
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As before, jobs vary from organization to organization and should be

tailored to meet your specific needs.

The SFIA levels and prefixes are suggestions and should

Understand the SFIA Levels be adapted to fit the specific needs and structure of your

» Start by understanding the SFIA levels and what they represent. This includes the organization.

responsibilities, abilities, and accountability associated with each level.

) The same job might be associated with different SFIA
Analyse the roles/jobs levels in different organizations based on factors like the

> Consider their responsibilities, the complexity of their tasks, their level of independence, and complexity of the tasks and the level of responsibility.
theirimpact on the organization.

Map the jobs/roles to SFIA Levels

» Map each role to an appropriate SFIA level.
» The same job/role might be performed at different levels depending on the complexity of the

tasks and the level of responsibility. Jobs SFIA Your organization’s prefixes
Levels
Consider career progression Risk Analyst 3-5 Entry-level, Analyst, Senior

> Consider the potential for career progression. This might involve creating multiple levels of the
same job, each associated with a different SFIA level.

Entry-level, Engineer,

Software Engineer 2-5 Senior, Lead
Use descriptive prefixes tabace Administrat b5 | Entry-level, Administrator,
> Typically used to distinguish between different levels of the same job. These prefixes should atabase Administrator B Senior, Lead
provide an indication of the level of responsibility and complexity associated with the job.
IS Security Manager 5-7 Manager, Head of, CISO

Review and adjust

> Continually review and adjust the job architecture as needed. This could be in response to Systems Administrator 1-5 Entry-level, Administrator,
changes within the organization or updates to the SFIA framework. Senior, Lead, Manager




Tailoring — NICE-based jobs in your job architecture

Map jobs based on your own

1.
Follow

organization design and context.

Job family

Cybersecurity

Software engineering

Data and analytics

Infrastructure &
operations

Performs routine
tasks under close
supervision,
follows
instructions, and
requires guidance
to complete their
work.

2.
Assist

Provides
assistance to
others, works
under general

supervision, and
uses their
discretion to
address routine
problems.

3.
Apply

Performs varied
tasks, sometimes
complex and non-

routine, using
methodical
approaches.
Works under
general direction,
exercises
discretion, and
manages own

4.
Enable

Performs diverse
complex
activities,

supports and
supervises others,
works
autonomously
under general
direction, and
contributes
expertise to

5.
Ensure, advise

Provides expert
guidance in their
specialty and
works under
broad direction.
Accountable for
achieving
workgroup
objectives and
managing work
from analysis to

-> = = Increasing responsibility, accountability and impact 2> 2> 2>

6.
Initiate,
influence

Has significant
organizational
influence, makes
high-level
decisions, shapes
policies,
demonstrates
leadership, and
accepts
accountability in
key areas..

7.
Set strategy,
inspire,
mobilise

Operates at the
highest
organizational
level, determines
overall policy and
strategy, and
assumes
accountability for
overall success.

GenericJob

Ciso

IS Security Manager
Risk analysts
Software engineer

Database administrator

System Administrator Entry level

The SFIA levels reflect the required impact of the roles.

Entry level

Entry level

Administrator

Entry level
Engineer

Administrator

Senior

Analyst
Senior

Senior

Lead

Manager
Senior analyst
Lead

Lead

Manager

Head of

CIsO

T NSFIA
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Tailoring — extend the job architecture for all your roles ™ I SFIA”
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-> = = Increasing responsibility, accountability and impact 2 2> 2>

. 1. 2. 3. 4, 5. 6. 7.
Cybersecurity career paths are Follow Assist Apply Enable Ensure, advise Initiate, Set strategy,
integrated with other digital, data, and influence '”SE,'lr_e»
mobilise
technology
The SFIA levels reflect the required impact of the roles.
CIsO CIsO
Cybersecurity IS Security Manager Manager Head of
Risk analysts Entry level Analyst Senior analyst
Software engineering Software engineer Entry level Engineer Senior Lead
Test analyst Entry level Junior Analyst Senior Manager

Illustrative SFIA levels support all of your digital, data and technology roles

Business analysis Business analyst Analyst Senior Lead Principal
Enterprise architecture Architect Principal Chief
Architecture
Solution architecture Architect Lead Principal
Project management Associate Project Mgr Senior
Project delivery Portfolio management Portfolio Mgr Lead Director
Program management Program Mgr Senior Director

SFIA - one framework for all
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Tailoring — fine tune SFIA skills and skill levels i SFIA

Use the generic mapping to get you started Tailor SFIA skills
and/or SFIA levels to

your job design

Network Operations Specialist Yourjob name

Plans, implements, and operates network Youriob definition and vour career
NICE Role definition services/systems, to include hardware and : steps y

virtual environments.
Network

engineer Sl

Entry-level

System software SYSP

Indicative SFIA skills Network support NTAS

and levels Systems installation and removal HSIN

Testing TEST

The SFIA framework provides... Employers are best placed to
detailed industry-proven descriptions of skills & design & name jobs/roles provide.c.:.areer
competencies which are needed for your jobs pathways, create job c’lescriptions
and roles ’



https://sfia-online.org/en/sfia-8/skills/system-software
https://sfia-online.org/en/sfia-8/skills/network-support
https://sfia-online.org/en/sfia-8/skills/systems-installation-removal
https://sfia-online.org/en/sfia-8/skills/testing

SFIA — designed for flexibility

Tailor to your
organization design

Support for flexible
career paths and role
definitions— common
language for all roles

Integrates
professional skills
and behaviours/soft
skills

Mapping to a broad
range of industry
frameworks

Il SFIA
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Tailoring the NICE
roles to SFIA levels
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How SFIA works



SFIA’s skills and generic attributes work together

Generic level

definition

sl ata el
N

Warks under epne
Works under general direction within a clear
Autonomy S e o
framework of accountability ...
Influences customers, suppliers and partners
Influence , P P
ataccount level .,
Work includes a broad range of complex
technical or professional actities, in a variety
of contexts ...

Communicates fluently, orally and in writing,
Business skills ¥ 9D >

and can present complex information to both
E Knowledge

Complexity

technical and non-technical audiences ...

Has a thorough understanding of recognised
generk industry badies of knowledge and
specialist bodies of knowledge as necessary ...

Skill Description
Gt vores— B

Digital forensics

DGFS

Recovering and investigating
material found in digital devices
Actraties may include — but are not
limited to:

» collecting, processing, preserving and
analysing matenal

» presenting forensic evidence based on
the totality of findings,

The scope of digital forensics includes
finding evidence on compuiers and any
device capable of stonng digital data. The
eviderce may be used in support of security
wulnerability mitigation, criminal, fraud,
counterinteliigence, or law enforcement
Imestigalions.

*DGFS Level 4: Designs and executes

complex digital forensic mvestigations on
devices. Specifies requirements for
resources and tools 1o perform
irvestigations. Processes and analyses
evidence in line with policy, standards
and guielines and supports the
production of forensics findings and
feports.
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The levels of responsibility, and
specifically their generic attributes, are
used together with the professional
skills to describe overall competence.

Each skill description comprises
e an overall definition of the skill,
« some guidance notes and

» a description of the skill at each of up
to seven levels at which the skill
might be exercised.

These descriptions provide a detailed
definition of what it means to practice
the skill at each level of responsibility.
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Sample of one of the 121 SFIA skill/competency

descriptions

Vulnerability assessment VUAS

+ Identifying and classifying security
vulnerabilities in networks, systems and
applications and mitigating or eliminating their
impact.

Guidance notes
Activities may include — but are not limited to:

+ cataloguing and classifying information and
technology resources (assets and capabilities)
to support vulnerability assessment

» assigning quantifiable value, rank order and
importance to information and technology
resources

+ identifying and analysing the vulnerabilities of
each resource — manually or using automated
tools and information sources

+ prioritising, scoring and ranking the risk
associated with vulnerabilities

* business impact assessment

+ mitigating or eliminating the vulnerabilities.

» Vulnerability assessment tools include web
application scanners, protocol scanners and
network scanners.

Vulnerability assessment: Level 2

Undertakes low-complexity routine vulnerability assessments using automated and semi-automated tools.
Escalates issues where appropriate.

Contributes to documenting the scope and evaluating the results of vulnerability assessments.

Vulnerability assessment: Level 3
Follows standard approaches to perform basic vulnerability assessments for small information systems.
Supports creation of catalogues of information and technology assets for vulnerability assessment.

Vulnerability assessment: Level 4

Collates and analyses catalogues of information and technology assets for vulnerability assessment.

Performs vulnerability assessments and business impact analysis for medium complexity information systems.
Contributes to selection and deployment of vulnerability assessment tools and techniques.

Vulnerability assessment: Level 5

Plans and manages vulnerability assessment activities within the organization.
Evaluates and selects, reviews vulnerability assessment tools and techniques.
Provides expert advice and guidance to support the adoption of agreed approaches.

Obtains and acts on vulnerability information and conducts security risk assessments, business impact
analysis and accreditation on complex information systems.



Illustration of alignment to SFIA generic attributes

Skill name, description guidance notes

Vulnerability assessment VUAS

+ Identifying and classifying security vulnerabilities in
networks, systems and applications and mitigating
or eliminating their impact.

Guidance notes
Activities may include — but are not limited to:

» cataloguingand classifying information and
technology resources (assets and capabilities) to
support vulnerability assessment

+ assigning quantifiable value, rank order and
importance to information and technology
resources

+ identifying and analysing the vulnerabilities of each
resource — manually or using automated tools and
information sources

+ prioritising, scoring and ranking the risk associated
with vulnerabilities

* business impact assessment

* mitigating or eliminating the vulnerabilities.

* Vulnerability assessment tools include web

application scanners, protocol scanners and
network scanners.

Specific level descriptions

Vulnerability assessment: Level 2

Undertakes low-complexity routine vulnerability assessments using
automated and semi-automated tools.

Escalates issues where appropriate.

Contributes to documenting the scope and evaluating the results of
vulnerability assessments.

Vulnerability assessment: Level 3

Follows standard approaches to perform basic vulnerability
assessments for small information systems.

Supports creation of catalogues of information and technology assets
for vulnerability assessment.

Vulnerability assessment: Level 4

Collates and analyses catalogues of information and technology assets
for vulnerability assessment.

Performs vulnerability assessments and business impact analysis for
medium complexity information systems.

Contributes to selection and deployment of vulnerability assessment
tools and techniques.

Vulnerability assessment: Level 5

Plans and manages vulnerability assessment activities within the
organization.

Evaluates, selects, reviews vulnerability assessment tools and
techniques.

Provides expert advice and guidance to support the adoption of agreed
approaches.

Obtains and acts on vulnerability information and conducts security risk
assessments, business impact analysis and accreditation on complex
information systems.

Il SFIA
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Generic SFIA level description

Level 2: Assist

Provides assistance to others, works under
general supervision, and uses their
discretion to address routine problems.

Level 3: Apply

Performs varied tasks, sometimes complex
and non-routine, using methodical
approaches. Works under general direction,
exercises discretion, and manages own
work within deadlines.

Level 4 Enable

Performs diverse complex activities,
supports and supervises others, works
autonomously under general direction, and
contributes expertise to deliver team
objectives.

Level 5 Ensure, advise

Provides expert guidance in their specialty
and works under broad direction.
Accountable for achieving workgroup
objectives and managing work from
analysis to execution and evaluation.



The 5 generic attributes describe ... HsEIA

Autonomy « your responsibility for planning your own work and the work of others
« the amount of discretion you have in how you do your work
« the scope and remit of your decision-making
» the level of direction you receive to achieve expected results
« tasks/goals delegated to you or by you to others

Influence » who you work with and the impact of your influence in achieving work outcomes
» the impact of decisions you are responsible or accountable for making or advising on

Complexity « the complexity of tasks and activities you perform
« the scope and level of complexity in problem solving and creativity
« the context and characteristics of the situation in which you work

Business « communication, leadership, execution performance, creativity, planning, learning and professional
skills development
Knowledge * the development and application of knowledge you apply to deliver work

« the scope and context of the knowledge you apply
« developing your own knowledge and supporting others to develop knowledge
« your role and expected impact in sharing knowledge



21

HTSFIA

We describe the 5 generic attributes at 7 different levels FSUNDALON

Increasing responsibility, accountability and impact

SFIA levels R=Y=1 M1 Level 2 Level 3 Level 4 Level 5 Level 6 Level 7

Apply Enable Ensure, advise Initiate, Set strategy,
influence inspire, mobilise

Guiding phrase  Follow Assist

Generic attributes

Demonstrating increasing levels of autonomy — the level of ownership and accountability for
results in the workplace

Demonstrating increasing levels of influence — the level of positive impact with colleagues,
INFLUENCE - : -
clients, suppliers, partners, managers, leaders and the industry as a whole

AUTONOMY

Demonstrating the ability to perform work of increasing complexity — the scale and impact of
COMPLEXITY  the issues, opportunities, tasks and processes addressed in the workplace

Demonstrating increasing business skills and positive behaviours — operating effectively with

BUSINESS : : :
the required level of impact in the workplace

SKILLS

Demonstrating increased responsibility for developing and applying knowledge to achieve
KNOWLEDGE i dividual and organizational objectives in the workplace



Generic attributes

Level 1 — Follow

Autonomy
Works under close direction. Uses litt
expected to seek guidance in unexpec

Influence
Minimal influence. May work alone or

Complexity
Performs routine activities in a structt
resolving unexpected problems. Parti

Business skills

Has sufficient oral and written commu
with immediate colleagues.

Uses basic systems and tools, applica
Demonstrates an organised approach
and use applications and tools for the
Learning and professional developme
development opportunities.

Security, privacy and ethics — unders
standards.

Knowledge
Has a basic generic knowledge approj
acquired knowledge to develop new s

Level 2 - Assist

Autonomy
Works under routine direction. Uses li
enquiries. Determines when to seek g

Influence
Interacts with and may influence immn
external contact with customers, sup|

Complexity
Performs a range of work activities in
routine issue resolution. May apply cr

Business skills

Has sufficient oral and written commu
with colleagues and internal users/cu
Understands and uses appropriate m:
Demonstrates a rational and organise
Has sufficient digital skills for their ro
Learning and professional developme
development opportunities.

Security, privacy and ethics — is fully

Knowledge
Has gained a basic domain knowledge
generic knowledge typically found in i

Increasing responsibility, accountability and impact

Level 3 — Apply

Autonomy
Works under general direction. Recei
and has work reviewed at agreed mile

Influence
Interacts with and influences colleagt
decisions which impact routine work

Complexity
Performs a range of work, sometimes
environments. Applies a methodical a

Business skills

Demonstrates effective oral and writt
on issues with colleagues, users/cust
Understands and effectively applies a
and processes.

Demonstrates judgement and a syste
Effectively applies digital skills and e»
Learning and professional developme
knowledge and skills

Knowledge
Has sound generic, domain and speci
effectively in the organization typicall

Level 4 - Enable

Autonomy
Works under general direction within
Exercises substantial personal respor

Influence
Influences customers, suppliers and |
which influence the success of projec

Complexity
Work includes a broad range of comp
avariety of contexts. Investigates, de

Business skills

Communicates fluently, orally and in»
information to both technical and non
colleagues, users/customers, supplie
Selects appropriately from, and asses
standards, methods, tools, applicatiol
specialism.

Demonstrates an awareness of risk ar
Maximises the capabilities of applicat

Knowledge
Has a thorough understanding of recc
knowledge and specialist bodies of kr

Level 5 — Ensure, ad'

Autonomy
Works under broad direction. Work is
for meetingallocated technical and/o

Influence
Influences organization, customers, s
contribution of own specialism. Make

Complexity
Implements and executes policies ali
extensive range and variety of comple

Business skills

Demonstrates leadership in operatior
Analyses requirements and advises o
operational improvement.

Assesses and evaluates risk.

Takes all requirements into account v
Shares own knowledge and experienc
Advises on available standards, meth
relevant to group specialism(s) and c:
alternatives.

Understands...

Knowledge
Is fully familiar with recognised indus
specific, and knowledge of the busine

Level 6 — Initiate, inf

Autonomy
Has defined authority and accountabi
significant area of work, including tec

Influence
Influences policy and strategy format
internal and external customers, supy

Complexity
Contributes to the development and i
Performs highly complex work activiti

Business skills

Demonstrates leadership in organizat
Understands and communicates indu
impact of technology.

Manages and mitigates organizationa
Balances the requirements of propos:
organization.

Promotes a learning and growth cultu
Leads on compliance with relevant le;
products and working practices to prc

Knowledge
Has developed business knowledge o
organization and those of suppliers, p

I SFIA

FOUNDATION

Level 7 — Set strategy, inspire, mobilise

Autonomy
At the highest organizational level, has authority over all aspects of a
significant area of work, including policy formation and app

Influence
Inspires the organization, and influences developments within the industry at
the highest levels. Makes decisions critical to organization...

Complexity
Applies the highest level of leadership to the formulation and implementation
of strategy. Performs extensive strategic leadership in

Business skills

Has a full range of strategic management and leadership skills.
Communicates the potential impact of emerging practices and technologies on
organizations and individuals and assesses the risks of using or not using such
practices and technologies.

Establishes governance to address business risk.

Ensures proposals align with the strategic direction of the organization.
Fosters a learning and growth culture across the organization.

Assess the impact of legislation and ac...

Knowledge
Has established a broad and deep business knowledge including the activities
and practices of own organization and a broad knowledge



Illustration of SFIA levels in the workplace I SEFIA
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Increasing responsibility, accountability and impact

SFIA levels N1 1 Level 2 Level 3 Level 4 Level 5 Level 6 Level 7

Guiding phrase | Follow Assist Apply Enable Ensure, advise Initiate, Set strategy,
influence inspire, mobilise
Delivery
Service delivery and operational support Process/practice Sets policy
Task execution management Leads execution

Individual contribution (typically requiring mastery of a professional field/area of expertise )

Learning your profession Practicing your profession Mastering your profession
Subject matter expert

For people managers

Supervisor First-line Senior management
/Team lead management
Leadership
Personal leadership Operational leadership and Strategic leadership and organizational

advice advice leadership



| 11 SFIA
SFIA Level progression

Increasing responsibility, accountability and impact

SFIA levels JN=AY=1 1 Level 2 Level 3 Level 4 Level 5 Level 6 Level 7

Guiding phrase  Follow Assist Apply Enable Ensure, advise Initiate, Set strategy,

influence inspire, mobilise

O Careers don't follow a straight path from level 1 to 7

O People gain experience by applying knowledge & skills in the workplace

O Higher SFIA levels represent different responsibilities, not "better"

O Demonstrating SFIA skills & competencies depends on work offered by employers

O Professional development & career paths are determined by personal goals, potential, and
more

O Managers & organizations play a role in enabling learning & development



. “ 25
Career paths and professional development HIERER:

O The opportunity to demonstrate SFIA skills & competencies at a particular
level is determined by the type and level of work offered by employers.

O Individual professional development and career paths are determined by
factors such as...

> personal life goals and interests, potential, learning mindset, consistent
delivery of work objectives.

O Professional development and career paths at work are enabled by

managers and organizations providing opportunities and encouraging
learning and development.



SFIA skills cover a wide —and evolving — range of

professional activities

Strategy and

architecture

Strategy and
planning

Security and
privacy

Governance, risk
and compliance

Advice and
guidance

Change and
transformation

Change
implementation

Change
analysis

Change
planning

Development
and
implementation

Systems
development

Data
and analytics

User
experience

Content
management

Computational
science

Delivery and

operation skills

Technology People
management management
Service Skills
management management
Security
services

People and

I SFIA

FOUNDATION

Relationships
and engagement

Stakeholder
management

Sales and
marketing



Il SFIA
SFIA protessional skills I S

s w o o . .
SFIA 8 Sllllllllal V Chalt T'he global skills and competency framework for the digital world
.
Strategy and architecture Development and implementation Delivery and operation
Strategy and planning 123 4 567 Systems development | O O AT WS B e ] Technology management 123 4 567
Strategic planning nse 6 7 Product management PROD 3 4 56 Technology service management MG 5
Information systems coordination I5C0 6 7 Systems development management DLMG 56 7 Application support ASUP S
Information nt IRMG 4 586 7 Systems and software life cycle engineering SLEN 4 56 7 IT infrastructure moe S
Enterprise and business architecture STPL 56 7 Systems design DESN 3 4 56 System software svsp 5
Solution architecture ARCH 5 6 Software design SWoN 2 34 56 Network support NTAS 5
I i INOV 5 & NemkM ddsngn NTDS 345686 Systems installation and removal HSIN 5
Emerging technology monitoring EMRG s 6 Hardware design HWDE 3 4 56 Configuration management CFMG. 5
" A RSCH 5 6 " i . PROG 2 3 4 56 Release and deployment RELM S
B o DEMM 5 6 sly_emsmlegmm and build SINT 23456 Storage management STMG 5
aisal VA 5 & Testing TeST BEZES 4SS Fadlities management DCMA S
5 2ppr Software configuration PORT 3 4 56
Financial management FMIT 5 6 R bedded systins deves RESD o ) Service management 5
w MEAS 5 6 Sefety engineering SFEN E Service level management SIMO s
Sustainability Sust Sae Safety assessment SFAS 458 PHCE Canngis Hi e S >
Continuity management coPL 5 6 fio Wedas baglnenas e SESa 5t Availability management AT 5
sadt - Animation development ADEV 34508 Cape-N PN peon Gt >
B Incident management usup 5
Information security scry Data and analytics 1. 2°3°8 8672 Problem management PBMG 5
Information assurance INAS Data management DATM 4 56 Change control CHMG S
Personal data protection PEDP Data modelling and design DTAN 2345 Asset management ASMG 5
Vulnerability research VURE Database design DBDS 3 4 5 Service acceptance SEAC S
Threat intelligence THIN Data engineering DENG 2 3 4 56
oA B Security services 5
Database administration DBAD 23 45 %
Concrmamice; Mok snd caspiionce 4 Data science paTS 234567 Secuiy o SAD =
Govemance GOVN Machi Vulnerability assessment vuas S
5 ine leaming MING 2 34 5686 &
REE Epagent UM Business intelligence BINT 2% s Inghsifommesics o 2
e bl Data visualisation vist DA Ponetmtion (auing ) =
Quality management QUMG
Quality assurance QUAS User experience 123 4 567
User research URCH 34 56 People and skills
Advice and guidance L User experience analysis UNAN 3ATS Pl
Consultancy CnSL User experience design HCEV 3456
Sviee TECH g - People management 1
wmm ety User experience evaluation USEV 2 3 4 56 Peformancs management PEMT
Content management P B hY R (G ] Employee experience EEXP
Content authoring INCA 1 2 3 4 56 Organisational facilitation OFcL
Content publishing ICPM 1 2 3 4 56 Professional development PDSV
ch o transh ti Knowledge management KNOW b oA a0 R ety ! Workforce planning WFPL
ange an anstormation
Mesonsigs T ey e
Scientific modelling SCMO 4 56 7 skills management 1
Change implementation Numerical analysis NUAN 4 586 7 Leaming and development management ETMG
Portiolio management POMCG High-performance computing HPCC 4567 Learning design and development TMCR
Programme management PGMG Learning delivery ETDL
Project management PRMG Competency assessment LEDA
2 Relationships and engagement cation e
b lysk Teaching TEAC
= : Subject formation SUBF
Business situation analysis BUSA Stakeholder management
Feasibility assessment FEAS
q definition and REQM ibili
Biakiess eodilicg e mﬁw‘-mwm Levels of responsibility
Acceptance testing BPTS de
3 The SFIA Framework describes seven levels Level 1 - Follow
Customer senvice support 5 3 Py
Change planning 1 i of '3 Y. Level 2 - Assist
Business process improvement BPRE administration and impact from Level 1, the lowest, to Level Level 3 - Apply
Organisational capability ocov Sales and marketing 7 the highest Level 4 - Enable
« design and imple i OROI Marketing Each of the seven levels is labelled with a Level 5 - Ensure, advise
Organisational change management arm Selling guiding phrase to summarise the level of Level 6 - Initiate, influence
Benefits management BENM Sales support responsibility. Level 7 - Set strategy, inspire, mobilise
% W SFIA
The SFIA Foundation & the global notfor-profit organisation which the Skills Framework for the information Age. r ofin- H
foresiaiterrn sumia ey ATt ok " www.sfia-online.o [N
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orofessional skills
SFIA 8 Slll]llllal'y Cllal't The global skills and competency framework for the digital world
Strategy and architecture Development and implementation
Strategy and planning Systems development 1234567 Technology management
Strategic planning nsp Product management PROD 3 4 568 Technology service management
Information systems coordination 5C0 Systems development management DLMG 56 7 Application support
Information management IRMG Systems and software life cydle engineering SLEN 4 567 1T infrastructure
Enterprise and business architecture STPL Systems design DESN 358506 System software
Solution architecture ARCH Software design SWON 2 3 4 56 Network support
B INOV Network design NTDS 3 4 56 Systems installation and removal
Emerging technology monitoring EMRG Halduaief{esigﬂ HWDE 34 56 Configuration management
Ak R PROG 23456 Release and deployment
Demand management DEMM Syst_enuimegmimandbulu SINT 23 456 Storage management
appraisal INVA Testing : TesT TEZ2 34308 Facilities management
Financial management P .,“':"f'“.“?"ﬁ"ﬁ"m e e Service management
:mm ;f;s Safety engineering SFEN S48 z:::;:::m
Contuty managemes con s ey i w2345 S
g s i e s o
Information assurance INAS Da LA i Change control
Personal data protection PEDP Data modelling and design DTAN 2345 Asset management
Vulnerability research VURE Database design DBDS 3 45 Service acceptance
Threat intelligence THIN Dalaenginesing ) DENG 2 3 4 56 Sl e
o s D et . - S enns
e g o e 3 . T
Ny et e VIS 34 5 on ey
Quality management QUMG
Quality assurance Quas User experience 1234567
Data management Developing and implementing plans, policies, and practices that control, protect and 5 6
optimise the value of data assets.
Data modelling and design Developingmodels and diagrams to represent and communicate data requirements and 2 3 5
data assets.
Database design Specifying, designing and maintaining mechanisms for storing and accessing data. 3 5
Data engineering Designing, building, operationalising, securing and monitoring data pipelines and data 2 3 5 6
stores.
Database administration Installing, configuring, monitoring, maintaining and improving the performance of 2 3 5 6
databases and data stores.
Data science Applying mathematics, statistics, data mining and predictive modelling techniques to 2 3 5 6 7
gain insights, predict behaviours and generate value from data.
Machine learning Developing systems that learn through experience and by the use of data. 2 3 5 6




The full professional skills definition

Each skill description
comprises an overall
definition of the skill, some
guidance notes and a
description of the skill at
each of up to seven levels
at which the skill might be
exercised.

These descriptions provide
a detailed definition of
what it means to practise
the skill at each level of
responsibility.

A L M tammest revwrence | Sl

Data science DATS

data
%Mm m«m zmm

mm soence i typicolly used Sor analysng hgh volume. high veloGty ars Ngh vanety data

(e, syrrisols. test, seund and imaga)

Activies may Inclide — but are not bmited tec

. from %, Mabshica and probabdity modeiling using speciaimed
mmqmm o0k s Sechnigues

* Sourcing e prepiarng data for mewiysn

« dentdeng atitating and waglonng stemal and estemal data sets geoorated Hom a deverse et pe
of processes

« theveloping farwart-lockng, peedictive, redl-Sme, model-Based NEghts 1o creele value sod Swe
efacrive decision-makng

« bading, selectng, 20quing and Ingesting dasa sources.

« ntegrating and cleanng data 30 make it 1 for purposs

« devwiopeng hypotteses and espliring data wsing madels and sraiytcs sandboses

« ratining reqursmenty, validating, traineng and evoiving models over tice 50 decover Seeper
FghIN ke pradCions. or geme sie recommendatonm

- uning sdvanced a) Mlxwm:l.-h‘ st ot limsited 10 < Sta/bent miming, machine
learreng. patterm manching. aralysn. sernment anayss,
DAWOIK and Cluster analyss, mult) lrUl o sratistics, gragh analysis, simulation. comples event
processng, newral retworks.

Under pudance, applies ghen data soonoe technigues 1o data
Aratysts and reports fndings and remediates smple (ssoes. vsing algo n
Softadne framwinies and 1eis.

Applins exsling Gl so0n0e 2 naw and NG SpeCalined progranmng
Rcngues

Setects o axisTing Cata SOWTes and Dropares data 10 be wad by dafa sconoe models

Evatuates the ouicomes and perlormance of dita sGence madels. Identifies and implesanms
Cpportunities 10 Laan And knpiow models And 1he data they uee.

Publshes and (pports 0n Model 0LIPUTS 10 MEEt CUSIDMEr NEeds and Conlnming 1D Agrecd standards
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WTA L o fasswsnts iwhsreocs | Salls

Level 2

Ireestigases the desoribod protiem and dataset 10 aesess the eseddness of data science and Jnalytics
wluticns.

Acplies 2 range of data 300nce tochnigues and Uses specaisod programming languages. Usdorstands
A0 appied ruled and PuUitelnes Spesiic 10 e Indusiry, 30 Aicpaoes fishs dexl other impdcations of
modeling

Selerrs, a0ouires and mitegrates data for analysis. Devolops data hypotheses and methods and owalvates
Analyptics models. Advises on the alfectiveness of specific tachnioues hasad 00 project Hindings and
Canrbanes 10 B Glopmont. Svakation, MOni10neg and Saploymont of 1is SO0 Wktons

Loval s

Plars and rives all stages of the Sovelopmant of data sCieece and analytics solisans.

Frovioes expert adice 10 evalualo the probiems 30 be solved and B noed for A CNCe J0lLBON
Tdwntifies what data st 10 (ee of acipimm.

Specties and apphed A00ORNane AXla SCfOR 16CHNIGUes and speciaited progranming latgeages.
&m mwmmmdm LOROCE 1ochainues and 100ls and 1ecommends inplovements

! g pobcy, darchs ot gu fot i ' ") o
mv' |munn¢ wmm

Levels

Laadh the iIrtroducton mid yse of Gata SOeNCE and analyics 1o drve MNoVaTIon and tusness e,
Deveiops organisatonal paicies, Slasdards st gudefines 1or data science and snalytics

Sans Sraction and ads in Ba introdection And s of GAlA SORN0E And BAAl/TICS MeChMIGUN,
methaduioges and $00ls. Lands th of orgw for cata soence and
analytics.

Plars and lnads strategic, large mnd comples Gala sciencn mitatiees (0 genm ate naghts, Croats wlue and
#Ive Gecinn - makng.

Level 7
Owects the oration and review of o owss-hurctional, enterprise-wide aporoach and cuthere for generating
valge troes data soeoce and analytics

Orrwen the i g of data scnce and analylion Capatiitmy 1o transioem
ugmunvdoeﬂmu Loacs the provision of he organsation’s data science and analytics
capabiitien.

Znsures that the stistegic apglicanon of dats soence and analytics it emdedded in the governance and
m;wdmmm
s b and data sTence and analytes sraneges.

SFIA full framework view —
(sfia-online.org)



https://sfia-online.org/en/sfia-8/sfia-views/full-framework-view?path=/glance
https://sfia-online.org/en/sfia-8/sfia-views/full-framework-view?path=/glance

Professional skills and generic attributes work together.
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Increasing responsibility, accountability and impact in Data science

Data science: Applying mathematics, statistics, data mining and predictive modelling techniques to gain insights, predict behaviours and generate value from data.

Data science is
not defined at Level 1

Level 2 - Assist

Generic attributes
Works under routine di
immediate colleagues.

Data science: Leve
Under guidance, applie
techniques to data.

Analyses and reports fi
simple issues, using al;
standard software fran

Level 3 — Apply

Generic attributes
Works under general d
monitors own work. In

Data science: Leve
Applies existing data s
problems and datasets
programming techniqu

Selects from existing d
prepares data to be us:
models.

Evaluates the outcome
data science models. I
opportunities to train a
the data they use.

Publishes and reports «
meet customer needs
agreed standards.

Level 4 - Enable

Generic attributes
Has substantial person
decisions which impac
objectives.

Data science: Leve
Investigates the descri
to assess the usefulnes
analytics solutions.

Applies a range of data
uses specialised progr:
Understands and appli
specific to the industry
and other implications

Selects, acquires and il
analysis. Develops dat:
methods and evaluate
Advises on the effectiv
techniques based on p
comprehensive resear

Contributes to the dewv
monitoring and deploy
solutions.

Level 5 — Ensure, :

Generic attributes
Responsible for delivel
objectives under broac
influential advice in sp

Data science: Leve
Plans and drives all stz
of data science and an

Provides expert advice
problems to be solved
science solutions. Ider
to use or acquire.

Specifies and applies g
techniques and specia
languages.

Reviews the benefits a
techniques and tools a
improvements. Contrik
policy, standards and g
evaluating, monitoring
science solutions.

Level 6 — Initiate,

Generic attributes
Accountable for action
significant area of worl
strategy formation.

Data science: Leve
Leads the introduction
and analytics to drive i
value.

Develops organizatione
and guidelines for data

Sets direction and leac
use of data science anc
methodologies and toc
development of organi:
data science and analy

Plans and leads strateg
data science initiatives
create value and drive

Level 7 — Set strategy, inspire, mobilise

Generic attributes (summarized)
Accountable at the highest organizational level,
Makes decisions critical to organizational
success.

Data science: Level 7

Directs the creation and review of a cross-
functional, enterprise-wide approach and
culture for generating value from data science
and analytics.

Drives the identification, evaluation and
adoption of data science and analytics
capabilities to transform organizational
performance. Leads the provision of the
organization’s data science and analytics
capabilities.

Ensures that the strategic application of data
science and analytics is embedded in the
governance and leadership of the organization.

Aligns business strategies, enterprise
transformation and data science and analytics
strategies.



SFIA describes skills — not roles or jobs Il SFIA

O SFIA defines individuals' skills and job requirements.

O organizations decide what their own roles/jobs are called and what
responsibilities and skills they need.

» This provides the flexibility demanded by industry and business

[ It is common for a job/role to specify SFIA skills that are not all at the
same level.

A Individuals may possess SFIA skills at varying levels, reflecting their
experience.



SFIA describes skills — not roles or jobs Il SFIA

The SFIA framework provides... The SFIA framework provides...
A common language to describe the skills and Detailed descriptions of skills & competencies
competencies of individuals. which are needed for jobs and roles
Employers... Employers...
* support assessment and development of skills « design & name jobs/roles, provide career
and competencies pathways, create job descriptions
Individuals... Individuals...
» assess their own skills and competencies & plan « use their skills & competencies to deliver their

and execute their personal development work objectives



SFIA Describes skills — not roles or jobs Il SF]A

SFIA skills for a Solution developer (example)

Definitions of

: Level 3 — Appl Level4 - Enable

SFIA skills PPy
Generic attributes (summarized) Generic attributes (summarized)

and levels
Performs varied tasks, sometimes Performs diverse complex activities,
complex and non-routine, using supports and supervises others, works
methodical approaches. Works under autonomously under general direction,
general direction, exercises discretion, and contributes expertise to deliver team
and manages own work within deadlines. objectives.

Programming/software . Programming/software
development development: level 4
System design —— System design: level 3
Database design e ¢ Database design: level 3
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